
 
 
 
 
 
 

Chapter 9: Computer and Information Services Governing Policies 
 
Copyright Infringement 
Copyright infringement is the act of exercising, without permission of legal authority, one or 
more of the exclusive rights granted to the copyright owner under section 106 of the Copyright 
Act (Title 17 of the United State Code). These rights include the right to reproduce or distribute a 
copyrighted work.  In the peer-to-peer file-sharing context, downloading or uploading substantial 
parts of copyrighted work without authority constitutes an infringement. 
Penalties for copyright infringement include civil and criminal penalties. In general, anyone 
found liable for civil copyright infringement may be ordered to pay either actual damages or 
“statutory” damages affixed at not less than $750 and not more than $30,000 per work infringed. 
For “willful” infringement, a court may award up to $150,000 per work infringed. A court can, in 
its discretion, also assess costs and attorneys’ fees.  For details, see Title 17, United States Code, 
Sections 504, 505. 
Willful copyright infringement can also result in criminal penalties, including imprisonment of 
up to five years and fines of up to $250,000 per offense. 
For more information, please see the Web site of the U.S. Copyright Office, especially 
their FAQ‘s. 
Below is a brief summary of the State Tech unauthorized peer-to-peer file-sharing procedure and 
penalties. 

• Upon receipt of a copyright infringement notice or upon detection of an alleged violation, 
the Information Technology Division will pursue identification of the infringing user. 

• First time offenders will be disconnected from the network and sent a notification of 
infringement as well as a request to agree not to share copyrighted material on the STC 
network without proper permission. 

• Further infringements will be reported to the Associate Dean of Student Services for 
further discipline. 

• Penalties for copyright infringement range from the loss of computer resources to 
dismissal from the College, prosecution, and/or civil action. 
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http://www.copyright.gov/
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Electronic Communication and Internet Use  
All employees shall sign the following form: Faculty and Staff Computer and Internet 
Acceptable Use Agreement. A copy will be filed in the employee's personnel file. 
Electronic equipment connected to the State Tech network and College-provided equipment 
(e.g., laptops, computers) and services, may not be used for transmitting, retrieving, or storing 
any communications of a defamatory, discriminatory, harassing, or pornographic nature. 
The following actions are forbidden: using disparaging, abusive, profane, or offensive language; 
creating, viewing, or displaying materials that might adversely or negatively reflect upon the 
College or be contrary to the College’s best interests; and engaging in any illegal activities, 
including, but not limited to, piracy, cracking, extortion, blackmail, copyright infringement, and 
unauthorized access of any computers and College-provided equipment. 
 
Employees may not copy, retrieve, modify, or forward copyrighted materials, except with 
permission or as a single copy to reference only. 
 
Employees must not use the system in a way that disrupts its use by others. Employees should 
not send or receive large files that could be saved/transferred via thumb drives. Employees are 
prohibited from sending or receiving files that are not related to work. 
 
Employees should not open suspicious e-mails, pop-ups, or downloads. Contact Information 
Technology with any questions or concerns to reduce the release of malware or to contain 
malware immediately. 
 
Internal and external e-mails are considered business records and may be subject to discovery in 
the event of litigation. Be aware of this possibility when sending e-mail within and outside the 
College. 
 
Use of the computers and the Internet shall be in accordance with policies of Missouri Research 
and Education Network (MOREnet) Acceptable Use Policy, Missouri Revised Statutes RSMO-
Chapter 569 Section 0569-097 with Computer Equipment and Section 569-099 with Computer 
Users, and other relevant state and federal laws. All network use by MOREnet members and 
those connected via a MOREnet site shall be for, or in support of, research, education, local, 
state, or national government affairs, economic development, or public service. Any MOREnet 
traffic that crosses onto other networks must conform to the acceptable use policy of those 
networks. 
 
All College-supplied technology and College-related work records belong to the College and not 
to the employee. The College may monitor use of College-supplied or network connected 
technology. Inappropriate or illegal use of communications may be subject to disciplinary action 
up to and including termination of employment, prosecution, and/or civil action. 
 
Social Media - Acceptable Use. Below are guidelines for social media use. 
 
Employees may not post financial, confidential, sensitive, or proprietary information about the 
College, employees, clients, students, or applicants. 

https://wiki.statetechmo.edu/stc/images/e/e3/Faculty_and_Staff_Computer_and_Internet_Acceptable_Use_Agreement.pdf
https://wiki.statetechmo.edu/stc/images/e/e3/Faculty_and_Staff_Computer_and_Internet_Acceptable_Use_Agreement.pdf


 
Employees may not post obscenities, slurs, or personal attacks that can damage the reputation of 
the College, employees, clients, students, or applicants. 
 
When posting on social media sites, employees must use the following disclaimer when 
discussing job-related matters: “The opinions expressed on this site are my own and do not 
necessarily represent the views of State Technical College of Missouri.” 
 
The College may monitor content out on the Internet. Policy violations may result in discipline 
up to and including termination of employment. 
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Official College Communication with Employees and Students  
Each employee and student are provided a State Tech e-mail account, which is the college’s 
primary method of communicating important and time-sensitive information. The employee and 
student are expected to check the e-mail sent to this account on a frequent and consistent basis, 
and to respond to official communications from State Tech in a timely manner. The employee 
and student are responsible for monitoring this account and for the consequences of missing 
important and time-sensitive messages. State Tech employees may share information through 
other College systems to the student. 
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Information Assurance 
State Tech will protect the confidentiality, integrity, and availability of its information by 
providing administrative and technical controls. State Tech is committed to protecting the 
information entrusted to its care and will provide the appropriate infrastructure to meet that 
commitment. This policy applies to academic, administrative, auxiliary services, and all other  
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Information Technology Accessibility 
State Tech strives to ensure disabled users have access to information that is comparable to the 
access available to others. This effort is pursuant to both state and federal laws including, but not 
limited to, the following: 

• MO House Bill 201 Access to Information Technology 
• ADA Titles II and III 
• The Rehabilitation Act Amendments of 1992 (Public Law 102-569) - reauthorized in 

1998 
In accordance with these guidelines, State Tech provides accessibility to college information and 
data.  
 
The college will also make certain that eligible students, faculty, and staff with disabilities can 
effectively access information in college environments, such as computer labs, classrooms, 
offices, and work environments, to the extent that it is reasonable to do so.  
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General Disclaimers 
State Tech disclaims liability for real or perceived loss from use of its information and access 
technologies. Loss may result from many causes: 

• One's own accidental or ill-informed use 
• Power failures, power surges and acts of God 
• System maintenance or security policies and priorities 
• Violation of policies  
• Computer viruses, malicious network traffic, or other unauthorized uses that cannot be 

reasonably prevented 
• Damage that occurs while personal computer equipment is connected to any power outlet 

or network jack maintained by the College 
• Acts of war (declared or undeclared), terrorism, sabotage, or civil unrest 
• The College will not defend illegal or abusive actions and reserves the right to prosecute 

in cases of abuse. 
• Opinions expressed by individuals by means of College accounts or services do not 

necessarily reflect the policies or views of State Tech. 
• Unofficial web sites do not constitute official College business or statements, and the 

College does not endorse or actively monitor the content of these web pages. 
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Privacy 
The College takes reasonable precautions to protect accounts, personal information collected by 
the College, and personal communications from unauthorized access or disclosure. Except as 
required by law or authorized by college policy, the College does not share personal information 
with any third-party. The College may process personal information internally and through 
external services providers in furtherance of its mission and college normal operations; 
otherwise, the college will, when reasonably practicable, seek the consent of the subject of 
personal information before transmitting that information to a third-party for processing.  
 
Pursuant to the Family Educational Rights and Privacy Act (FERPA), the College may disclose 
“directory information” as defined in FERPA. 
 
College websites that collect personal information will only collect information reasonably 
necessary for the intended purpose, and will, where reasonable, provide the user with the 
intended purpose of personal information being collected. These sites will also ensure 
information communication security by using server authentication, encryption and data/message 
integrity. 
 
If the Director of Information Technology believes a system has been compromised, the College 
will notify the authorized users and appropriate State authorities. 
 
The College does not routinely seek out, examine, disclose, use or modify the contents of 
individually assigned accounts, personal communications, records or college computers. The 
College does reserve the right to view, scan, or otherwise access any file, hardware, software, or 
communication on college computers/systems or transmitted over college networks in the 
following conditions: 

• When information custodians, college auditors, legal counsel or information technology 
employees access information as part of their employment, and then only to the extent as 
necessary to perform work activities. 

• When the Board of Regents, president, and/or vice president has authorized a review 
because the college has reasonable cause to believe that an individual may be violating 
the law or college policy. Any request for a review must follow the appropriate 
procedures. College employees will not disclose information accessed during a review 
other than to college administrators and/or proper authorities investigating the matter. 

• As permitted by applicable policy or law. For example, the College may be required to 
disclose public records, including electronic versions such as email, when requested 
under the Sunshine Law (chapter 610 of the Missouri Revised Statutes). The college may 
also be required to disclose closed records or personally identifiable educational 
records to comply with a court order or subpoena. 

o Electronic information may be quickly deleted or modified. As such, the College 
will notify an individual about a review/disclosure after the college accesses the 
individually assigned electronic information. 

o Additionally, if the college has reason to believe a system security breach has 
occurred or could occur, the college retains the right to access any college system 

http://revisor.mo.gov/main/Home.aspx


and, upon evaluation of the situation, shut down any system and/or require its 
modification to mitigate any perceived risk. 
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Sanctions for Misuse 
Use of the college’s information technology resources is subject to all federal, state, and local 
laws. Penalties for violation of these information technology policies vary but may include loss 
of computer resource privileges, confiscation of equipment, reactivation fees, removal of 
material violating this policy, dismissal from the college, prosecution or civil action. Sanctions 
for each case will be determined separately on each case's merits. 

• If the Alleged Offender is a Faculty Member 
o The computer resource may be disabled and the immediate supervisor (usually a 

department chair) shall notify deans and the Vice President for Academic Affairs.   
• If the Alleged Offender Is a Staff Member 

o The computer resource may be disabled and the immediate supervisor shall notify 
Human Resources.   

• If the Alleged Offender Is a Student 
o The computer resource may be disabled and all pertinent information will be 

turned over to the Vice President of Student Affairs. 
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Password 
Passwords are an important aspect of information security. A poorly chosen password may 
facilitate unauthorized access and/or exploitation of college's resources. All users, including 
contractors and vendors with access to State Tech systems, are responsible for taking the 
appropriate steps to select and secure their passwords. 
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Printer  
Employees are required to use shared, networked College copiers/printers (i.e., those that are 
connected to and can be used by more than one computer workstation.) Dedicated 
printers/copiers are not allowed per department. The goal of this policy is facilitate the efficient, 
cost-effective use of printing and copying assets. This policy applies to anyone utilizing printing 
facilities provided or funded by the College. When additional demand is causing delay, please 
submit request for additional asset to be analyzed to determine if an additional printer/copier 
should be added to the asset pool.   
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